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SECRET  SANTA  MESSAGES
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Chances are, you don’t have a Secret Santa. So if you
receive a suspicious request to play Secret Santa,
don’t click the link to find out who it is or what they
got for you.

E -CARDS  WITH  MISMATCHED  L INKS
Electronic gift cards are extremely popular gifts,
which makes them an easy target for phishing. If the
link in the email doesn’t match the e-card company’s
website (look at the domain name), don’t click on it
or open any attachments. Check with the sender, and
if valid, use the e-card certificate number and claim
the certificate on the vendor’s website.

SURVEYS  THAT  OFFER  G I FT  CARDS
Hackers are counting on the fact that you plan to buy
gifts or give gift cards this time of year.  Offering
surveys is an easy way for malicious people to gather
your personal information in general.
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L INKS  TO  “HOT”  DEA LS  OR  COUPONS
Everyone is looking for the best deal on holiday gifts.
When special coupons or promotions for major
retailers appear in your inbox, and they aren’t from the
retailer’s site, you have reason to be wary.

D IRECT  DEPOS I T  CANCELLAT IONS6 The last challenge anyone wants to deal with during
the holidays is the cancellation of a direct deposit. If
you receive a message indicating a change in your
direct deposit, check with your employer or bank --
don’t click a link or provide your banking information
to anyone else.

PACKAGE  NOT  DEL IVERABLE7 If you receive a message stating that you have a
package waiting, don’t “print out the postage label”
or click on any links. Instead, call the delivery
company to arrange pick up or delivery.

FAKE  TRAVEL  CONF IRMAT IONS  &  CHANGES
Millions of people hit the road (and the air) during the
holiday season. Hackers disguise themselves as
important travel messages from major airlines and
hotels to try to get you to click on a link.  If you receive
a message or are concerned about travel
communications, call the airline or hotel directly.

CHAR I TY  REQUESTS
Charitable organizations often promote holiday
giving campaigns, and hackers will attempt to
copy these campaigns to draw you in. Before
contributing, confirm the campaign with the
organization by calling them directly (especially if
you talk about the charity in your social media –
because you may be a target).

WORK  FROM  HOME  PROGRAMS
Earning a little extra holiday money is a popular
pastime during the season. Be wary of giving out
your personal information online without checking
out organization in advance.

I TUNES  G I FT  CERT I F I CATES
Email messages claiming that someone purchased an
iTunes or similar music gift certificate for you should
be on your watch list (Apple is one of the most
commonly targeted brands for phishing schemes).
Don’t click on the certificate to claim it.  Check with
the sender first.

Hackers love the holidays!  When countless holiday promotions,
season’s greetings, and travel messages pile up in your Inbox, it creates
the perfect environment for hackers to attempt to steal your
confidential information using phishing messages and websites.

HOL IDAY  SCREENSAVERS11 Cute, fun and potentially dangerous, many holiday
screensaver sites promoted online may contain
malware that is downloaded along with your
screensaver or other images. Stick with a reputable
site or avoid downloads altogether.

I ’M  STUCK  OVERSEAS !
Are your friends traveling during this busy season? If
they post on social media, you may be targeted by
threat actors who will use their travel details to
engage you. This type of phishing email often
involves a request to wire money because theirs was
stolen.

STOP  HOL IDAY  HACKERS  I N  THE IR  TRACKS

If you receive a suspicious email from a holiday hacker,
what should you do?

When in doubt, don’t open
or click on any email

message, especially if you
don’t know the sender. If
the message appears to

be legitimate, call the
sender instead. This goes
for Facebook and other

social sites too. 

Immediately report the
message and any other
suspicious activities to
your IT helpdesk and

contact your supervisor.
They can help identify the
fraudulent message and
warn others so that the

issue doesn’t grow.
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Questions about cybersecurity?  Contact us at 626-737-9495.
hickeysmith.com

Hackers count on the busy holiday season as a time when people
respond to messages that might be unexpected but make sense this
time of the year. So how do you avoid phishing schemes? To protect
your business and personal computer, be on the lookout for these 12
types of suspicious emails and avoid clicking on any associated links.

Phishing:  A method of hacking where emails messages and websites are
designed to look like they are coming from a trustworthy sender but actually
include malicious links that enable hackers to access sensitive information

such as usernames, passwords, and credit card details.


